Student Transcript
25-01-2026

Targets compromised: 38
Ranking: Top 10%

MODULE

@ HTB ACADEMY

Intro to Academy
8 Sections Fundamental General

Your first stop in Hack The Box Academy to become acquainted with the
platform, its features, and its learning process.

Web Requests
8 Sections Fundamental General

This module introduces the topic of HTTP web requests and how different
web applications utilize them to communicate with their backends.

JavaScript Deobfuscation

11 Sections Easy Defensive

This module will take you step-by-step through the fundamentals of
JavaScript Deobfuscation until you can deobfuscate basic JavaScript code
and understand its purpose.

Attacking Web Applications with Ffuf
13 Sections Easy Offensive

This module covers the fundamental enumeration skills of web fuzzing
and directory brute forcing using the Ffuf tool. The techniques learned in
this module will help us in locating hidden pages, directories, and
parameters when targeting web applications.

Introduction to Web Applications

17 Sections Fundamental General

In the Introduction to Web Applications module, you will learn all of the
basics of how web applications work and begin to look at them from an
information security perspective.

Cross-Site Scripting (XSS)

10 Sections Easy Offensive

Cross-Site Scripting (XSS) vulnerabilities are among the most common
web application vulnerabilities. An XSS vulnerability may allow an attacker
to execute arbitrary JavaScript code within the target's browser and result
in complete web application compromise if chained together with other
vulnerabilities. This module will teach you how to identify XSS
vulnerabilities and exploit them.

Vulnerability Assessment

17 Sections Easy Offensive

This module introduces the concept of Vulnerability Assessments. We will
review the differences between vulnerability assessments and penetration
tests, how to carry out a vulnerability assessment, how to interpret the
assessment results, and how to deliver an effective vulnerability
assessment report.
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Using Web Proxies
15 Sections Easy Offensive

Web application penetration testing frameworks are an essential part of
any web penetration test. This module will teach you two of the best
frameworks: Burp Suite and OWASP ZAP.

Information Gathering - Web Edition

19 Sections Easy Offensive

This module equips learners with essential web reconnaissance skills,
crucial for ethical hacking and penetration testing. It explores both active
and passive techniques, including DNS enumeration, web crawling,
analysis of web archives and HTTP headers, and fingerprinting web
technologies.

Incident Handling Process
11 Sections Easy General

Security Incident handling has become a vital part of every organization's
defensive strategy, as attacks constantly evolve and successful
compromises are becoming a daily occurrence. In this module, we will
review the process of handling an incident from the very early stage of
detecting a suspicious event to confirming a compromise and responding
to it.
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